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WannaCry?

Get it wrong and you will..
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HISCOX

Payment will be raised on

5/16/2017 00:47:55

Time Left

Your files will be lost on

5120/2017 00:47:55

Time Left

Contact Us

OQoops, your files have been encrypted!

What Happened to My Computer?

Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay.

You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are so poor that they couldn’t pay in 6 months.

How Do I Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Check Payment>. Best time to check: 9:00am - 11:00am
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Send $300 worth of bitcoin to this address:

bitcoin _
pyirreani [12t9YDPgwueZ9NyMgw519p7AABisjr6 SMw
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Ransomware HISCOX
Top mitigation tips

1. Ensure that there is a process in place for applying all patches at the

earliest opportunity

2. Take regular — ideally daily — backups of all critical systems / data

3. Train staff on the danger of phishing emails, and how to spot / flag

anything suspicious



The perils of social media
Tweet fast, think later...
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Tweets 4/ No replies

hmv @hmvtwests

Sorry we've been quiet for so long. Under contract, we've been
unable to say a word, or -more importantly - tell the truth
‘hmvXFactorFiring

hmv chmvty

There are over 60 of us being fired at once! Mass execution, of loyal

employees who love the brand. #hmvXFactorFiring

#hmvXFactorFiring

hmv i
We're tweeting live from HR where we're all being fired! Exciting!!

. Messages

Call FaceTime Add Contact

- Message -

13 May 2014 18:04
Some of the Parklife after )
parties have already sold
out. If your going, make
sure your home for
breakfast! xxx
www.afterlifemcr.com )

©

I find it ironic that Detroit is known as the
#motorcity and yet no one here knows how '

to F&King drive

ChryslerAutos

Chrysler Autos

Reply Retweet
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Top mitigation tips

1. Make sure only relevant people have log in details to social media

accounts

2. Consider procedures for revocation of access, and try to ensure

personal devices aren’t used

3. Enforce a ‘stop and think’ process before posts are made

4. Don’t be afraid to engage — silence can be as bad as being too ‘loud’



The trouble with convenience

Less speed, more haste
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Message Insert Options Format Text Review
i %
% cut e e a— s L | :
i’—". ) - TA A ECECS AddIns
53 Copy - — — = . - e g
Insert | Paste I ul®. A Ad 5 x & ) 2 = [23 ¥Dnet - Hosting N3 S FMarkunread a% @ Q
+ < Format Painter = B — £ To Manager - N | 88 categorize - By
eDOCS DM| Clipboard | Basic Text , & Delete | Reoly Reply Fonard Bp~ | @ reamemail (=] M9 B~ | wrotowupr | U R | 2T | s
Delete | Respond Quick Steps Fh Move Tags F) Editing | Zoom | Evernote
. Ta... |jam @ Follow up. Start by 07 April 2011, Due by 07 April 2011.
E " You replied to this message on 07/04/2011 13:30.
.El o [ Webster James <James, Webster @Hiscox.com = x| [~ B ¢ : g_ ; S ;
Send From: T-Mobile Application <tmobileapplication@gmail.com> Sent: Thu07/04/2011 13:27
Subiect: Halesworth James <James.Halesworth@HISCOX, com > = To: 079 M= @mmsreply. t-mobile. co.uk; amsss@yahoo.co.uk; Afshan R ; Ahmed Z ; Akasm S amanda s e morris; o
ubject: Ben Swes; S S B i CoaiMsm; _S—==@aol.com; Chris Gl ; Claire (wser; W @lancaster.ac.uk; Dan; 3
Brady James <James.Brady @Hiscox. com> Darms= Bre, W; Darren . *; cosmwm ; debbie “siss; DM, ; Diane M climui@aol.co.uk; e j; e-mail jarmsem. |
=R a0l com; Emma Bemmiay; Fatie="""ta/; Fentee forn- o~ e ams—re" i~ b he
Stewart-Smith James <James.Stewart-smith @hiscox.com > ce
McMamara James <James,McNamara @HISCOX, com = Shpjeck Elanlissapliction =
Smphe" Ridley c de Labiliére James <James. deLabiliere @HISCOX. com = Thank you for applying to come along to our next shoot. We're sorry to say that you haven't been picked this time. There will be ‘?
Senior Developme| ) oo ) more opportunities in the future so keep an eye on the Facebook page. =
Hiscox UK and Irel Pilgrim Morris James <James.PilgrimMorriz @HISCOX, com > -

T +44 (0)20 7614 5400
M +44 (0)7919 286017

Connect with Hiscox online
Web www.hiscox.com
Twitter [@hiscoxuk

YouTube www.youtube.comius erfhiscoxuk

Best wishes

T-Mobile
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Data breach HISCOX
Top mitigation tips

1. Ensure all staff receive regular training on data protection matters

2. Consider the use of technology tools to prevent inadvertent emails

3. Have processes in place to respond to data breaches if and when

they happen
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https://www.hiscox.co.uk/business-blog/digital-
marketing-quides-for-smes
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